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Introduction
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As the world enters what the World Economic Forum is calling the Fourth Industrial Revolution, 
nations globally are experiencing a series of rapid, momentous changes, the pace and scale of which 
are unprecedented. The consumerization of IT — driven by technological innovations in mobility, 
cloud, social, and real-time data — has drastically changed personal communications. As these 
technology developments continue to outpace the policy and regulatory landscape, 
organizations responsible for crisis management, emergency notification, and mass 
communications are struggling to keep up with what citizens, government agencies, and 
enterprises need in terms of emergency communication capabilities.

At the same time, emergencies are becoming more frequent and more damaging; daily life seems 
to be increasingly punctuated by unpredictable events like more frequent natural disasters, civil 
unrest, and surging violence from radical political movements.
 
Next-generation technology advances in crisis management and communications enable rapid 
dissemination of critical information, provide continuity of messaging and warning, and help 
agencies to reduce the time it takes to warn affected populations.
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The UN Office for Disaster Risk Reduction estimates economic and human 
losses over the past 10 years to be 

Next-generation emergency communication solutions are smarter, faster, more 
comprehensive, and more effective — and, just as important, aligned with 
21st-century expectations.  



Several prominent historical communications failures have drawn attention to the importance of resilient communications during crises. System incompatibility, aging 
technology, lack of planning and collaboration, limited radio spectrum, and lack of device interoperability were historical factors in communications failure and compromised 
response. For example, during the 9/11 terrorist attacks, siloed, disconnected, and proprietary communications systems were unable to reliably connect emergency 
responders and maintain situational awareness. Hurricane Katrina highlighted the challenges inherent when using an inadequate communications infrastructure — a situation 
that led to more severe loss of life. During the Boston Marathon bombings, first responders struggled to communicate with public safety officials because they lacked priority 
and preemptive access to the communications network when it became overwhelmed with traffic from the general public. Historical communications failures during 9/11, 
Katrina, and the Boston bombings each demonstrated that in the event of a crisis, the last thing first responders need is for their communications tool to get in the way.

Sharp increases in events prompting emergency response/warning — including increases in climate-change-related events, cyberthreats, and gun violence — are illuminating 
the issue. According to recent Emergency Management Database (EM-DAT) data, since the 1970s, the number of recorded natural disaster events (including drought, flooding, 
forest fires, extreme weather, earthquakes, and volcanic activity) has risen from an average of 80 a year to close to 400 a year (see Figure 1). Similarly, gun violence accounts 
for 73% of all homicides in the U.S., and 38% in Canada, compared to 3% in England and 13% in Australia.

Market Drivers
The emergency communications market is growing quickly as a result of the following key drivers: there is a better understanding of historical communications failures during 
crises; government regulatory developments around duty of care and interoperability are evolving quickly and are generating interest; the increasing frequency and scale of 
impact from severe weather and man-made incidents including terror attacks are an inescapable reality forcing agencies to be proactive about emergency communications; 
cybersecurity attacks are growing in both reach and sophistication; the consumerization of IT is catalyzing interest in next-generation crisis communication solutions; and 
there is greater organizational and technological collaboration in the public safety ecosystem. The following section discusses each of these market drivers in turn.
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These historical communications failures have led to increased calls to remedy failures in information 
sharing interoperability and increased regulations surrounding the concept of an organization's duty of 
care. There is a growing realization that enterprises and agencies alike must deploy crisis response and 
communication platforms to protect people, organizations, and things.

When we look at the broader business market (inclusive of public- and private-sector entities), 
cyberattacks are on the rise; there has been a 350% increase in ransomware attacks, a 250% increase 
in spoofing attacks, and roughly a 70% increase in spear phishing (source: 2018 BDO Cyber Governance 
Survey). Because of these greater risks seen in cyberattacks, commercial entities are increasingly 
proactively planning coordinated crisis response with their competitors. For example, during a 
cyberincident in 2014, the company under attack advised its competitor on the attack; the competitor in 
turn shut down its email and started using crisis communications to communicate with its employees.

Rising awareness of the need for public alerting systems is being amplified by our 24 x 7 always-on 
society. Widespread smartphone adoption is generating more compute power in our pockets today 
than ever before; as a result, citizens are increasingly accustomed to advanced, real-time 
applications and solutions, making traditional emergency broadcast solutions seem especially 
archaic. Technological advances in IoT are creating the capacity to proactively monitor events. 
Citizen expectations regarding real-time information exchange and communications are escalating. 
For example, during the recent 2019 earthquakes surrounding Los Angeles, the city's earthquake notification app, Shake Alert, was broadly criticized by citizens expecting to 
receive a notification, when in fact the initial quake fell outside the alert radius (as a result, city officials agreed to broaden the notification radius moving forward).

And last, the public safety ecosystem, which comprises a wide variety of agencies, technology vendors, and communities, is working faster, smarter, and more collaboratively. 
The Integrated Public Alert and Warning System (IPAWS) capability for public safety brings together government, industry, and local incident response teams to ensure 
technologies such as WEA are used to rapidly disseminate emergency information without requiring users to "opt in" or register. 
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Figure 1

The number of global reported natural disaster events in any given year. This includes those 
from drought, floods, extreme weather, extreme temperature, landslides, dry mass 
movements, wildfires, volcanic activity, and earthquakes.

 
I   4sponsored by:CAN145460219BROI



An IDC Technology Spotlight  I  Next-Generation Technological Advances in Crisis Communications

Technology and Implementation Success Factors 
Cities, organizations, and emergency responders are realizing that crisis communications can no longer be handled manually, in a siloed manner, or as an afterthought. Doing 
so compromises situational awareness and jeopardizes the lives of citizens and first responders. There are a number of critical technological features and implementation 
success factors that organizations should take note of to optimize their communications. 

Platform solutions 
Ensure continuity of messaging and warnings. Omni-channel, platform distribution of messaging is a critical solution feature that agencies should prioritize. Not only 
does this facilitate communications, but instant cross-platform distribution can correct misinformation and provide harmonious messaging across channels. 

Cloud provisioning 
Addresses volume and scale issues. Redundant and smart, leveraging public, private clouds, and on-prem infrastructure provides an optimal mix of scalability and redundancy.

Security
Pivotal, from the core to the tactical edge. Mobile, network, endpoint, and application security are of paramount importance today and have undergone considerable 
technological innovation recently. Organizations should look for state-of-the-art technology to respond to threats and protect their people's personal information, 
including industry-leading security frameworks that are embedded throughout.

Friction-free implementations 
The implementation process itself is critically important and is not just a technology play. Implementation and customer support teams should include career 
command and control, law enforcement, business continuity, and emergency management stakeholders who truly understand day-to-day operations, as well as the 
business challenges and tools to solve problems. In this way, customer and implementation teams share the same experience and language. By extension, look for 
proven technology implementations, including experience in public safety and environments in which software implementations are not trivial undertakings. 

Concept of operations 
The concept of operations (CONOPS) is important. CONOPS provides the logical policy framework and environment that needs to be in place. 
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Major Forward-Looking Trends
A number of major industry developments, both current and forward-looking, will affect users and suppliers of emergency communications solutions. 

Disinformation campaigns are a rising threat to trust 
and security 
As citizens and agencies turn increasingly to social media to spread 
disaster and incident information, a number of bad actors are engaged in 
disinformation campaigns. Similar to ransom attacks in cyberwarfare, 
misinformation and disinformation campaigns are deliberate attempts to 
deceive and misdirect people in emergencies, increasingly a growing 
concern. As a result, large agencies like FEMA and the American Red Cross 
are increasingly turning to emergency communications systems that have 
security baked into the solution end-to-end so that communications are, 
without fail, accurate and trusted from an authoritative source.

Response fatigue 
Response fatigue refers to a growing phenomenon where citizens 
become numb to the increasing onslaught of mass alerts and 
notifications, putting themselves in further peril. U.S. federal agencies are 
turning to impact-based alerts to address this. Technology that delivers a 
superb user experience and is also smart, targeted, proven, and trusted 
has the ancillary benefit of fighting against growing response fatigue.

AI-catalyzed workflow
AI and predictive analytics are transforming the scope of emergency 
alerting and response to include predictive impact modeling. This is 
causing some agencies to change their workflow to generate 
impact-based warnings and alerts.

The growing importance of geolocation data 
Geolocation data is rising in importance throughout the broader business 
community, and technological advances incorporating these innovations 
will become increasingly important moving forward. Organizations and 
providers alike should endeavor to include location-based information as 
much as possible. Geolocation is pivotal to being able to provide people in 
an impact zone with a call to action. It is also helpful in preventing people 
from entering an impacted area or notifying travelers that they could be 
entering a hot zone of civil unrest. 

Cloud deployment models 
In particular, those with hybrid capabilities are game changers. Cloud 
and hybrid deployment model capabilities enable organizations to 
elastically connect to communicate and collaborate in a crisis without 
the need for heavy IT implementations and overhead. While these are 
known strengths today, as we move into a Cloud 2.0 era, where cloud 
becomes larger, more specialized (as opposed to functioning as an 
all-purpose workhorse), and increasingly operating at the edge, we can 
expect further innovations and transformation.
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Real-time visibility into the safety of personnel. Using the solution, organizations can account for the safety of personnel in a real-time data visualization display. This automated 
accountability process provides leadership with critical information, enables a more effective crisis response, and contributes to better business continuity. Managers can request status 
updates from various groups and generate detailed reports for each affected individual. The platform also unifies and streamlines contact information from various channels and 
sources, ensuring that coverage is complete.

Emergency mass notifications. AtHoc provides omni-channel mass communication alerts with a single click. Speed to alert and consistency of messaging are critical components in crisis 
communications. Messaging is simplified and secured. The centralized outreach-and-response platform ensures consistent messaging and data across the organization, removing any 
confusion, ambiguity, or manual workflow. Additionally, outreach can be GIS-enabled, sending alerts to individuals within a given geographical area leveraging geofencing technology.

Pan-organizational coordination. The AtHoc platform removes collaboration friction among affected agencies and stakeholders, creating a seamless communication and notification 
experience for end users using Connect, without the need for IT. AtHoc Connect also enables anchor customers to invite other organizations onto the network to communicate and 
collaborate in times of crisis.

Real-time situational awareness. The Collect feature enables field personnel, wherever they are, to collect and disseminate critical information such as GPS data points, pictures, and 
videos, making it much easier to understand in great detail what has occurred at an incident and to mobilize the optimal response. Mobile top-down, bottom-up communications ensure 
that response is not delayed until headquarters has been alerted or response has been dispatched.

Proven technology. Designed at a military grade to protect service members deployed in war zones, AtHoc's roots are in a military environment where there is zero tolerance for failure or 
bugs. Having met or exceeded a very high bar, they are able to offer best-of-breed solutions to other vertical enterprises, giving other customers the same level of requirements as it 
relates to availability, communications, and the stability of the platform. In the U.S., large organizations subordinate to DHS use AtHoc, including FEMA, an enterprisewide customer. 
Beyond defense, some very large commercial organizations — Apple, BlackBerry, GE, and Dow — leverage the solution for their crisis communications and response plans.

Vendor Profile
Founded in 1984, BlackBerry's mission is to be the world's leading provider of end-to-end secure, trusted mobile-enabled 
solutions. Its solutions portfolio helps organizations to secure and protect their expanding networks of connected IoT 
devices, protect agency data end to end, mobilize business applications across the device ecosystem, provide real-time 
situational awareness of assets and people, mitigate threats by deploying AI and predictive analytics, and safeguard assets 
and personnel through its crisis communications and alert offerings. 

BlackBerry's AtHoc Crisis Communications platform helps emergency responders, citizens, and employees to collaborate and communicate seamlessly during crises. The 
AtHoc platform helps any organization with a duty of care, such as government and defense, industrial and manufacturing, private enterprise, healthcare and transportation, to 
keep people and assets safe. The solution provides real-time visibility into personnel accountability, as well as coordinated next-generation crisis communications and alerting 
that is reliable and at the same time flexible and scalable to meet any number of scenarios. Several key features underpin the solution:
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Leveraging BlackBerry's next-generation emergency communications has a number of key benefits for those who use it properly, including:

BlackBerry AtHoc Benefits

Real-time speed 
to alert

  Cloud-based scalable 
continuity and consistency of 
message 

Broad-spectrum benefits to numerous smart city stakeholder 
communities including citizens, organizations, corporations,   

universities, shopping centers, and stadiums        

Automated       
updates

Harnessing geography to one's advantage    
— constructing a composite view of a user's  

location from mobile, HRMS, Active Directory, etc.

                   Deploying advanced communication 
          advances beyond SMS and one-way 
"blast" messaging

BlackBerry
AtHoc

Multimodal 
automated platform delivery assurance 
      – no dependence on a single channel
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Case Study — Contra Costa County Office of Emergency Services (OES)

Contra Costa County in California, with 1.1 million residents, oversees a significant petrochemical 
industry that includes Chevron, Shell, Tesoro, and Dow Chemical plants. As such, the county has very 
high-risk triggers: six refineries operating around the clock, with crude oil transported in and out of the 
county by rail, etc. The county also has a very large rural population, which makes it more difficult to 
reach everyone simultaneously. The OES is responsible for emergency preparedness and disaster 
management for the county, coordinating information, resource planning, and supporting priorities 
across county agencies, local governments, and special districts. Its mission is to deliver accurate, 
time-sensitive information to residents.

In 2013 the county dealt with a massive fire at the Chevron refinery, with air quality issues impacting 
all its residents. Previously, relying on manual calls and texts to individuals, without proper 
documentation or full confidence of message delivery, was a challenge that put people at risk. The 
county's interest in a next-generation solution grew out of this incident, as the OES was looking to be 
more proactive. As a result, the OES deployed BlackBerry AtHoc to geo-target residents in harm's way 
and to provide accuracy of messaging. AtHoc Connect was initially deployed with petrochemical 
threats in mind, but the solution serves the county's all-hazards emergency management needs, such 
as the northern California "Paradise" fires of 2018.

The following case study provides a concrete illustration of the benefits of a successful implementation.

BlackBerry AtHoc focuses on organizations in addition to end-user registration, 
and as such the OES can provide a secure and trusted way to relay critical 
information to business and agency partners using Connect. 

Messaging can also be expanded to those who aren't directly impacted or at risk of 
imminent danger, but who would be interested in knowing that the county is 
monitoring the situation and will let them know if anything changes. 
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Challenges

Using the platform's console for initiating IPAWS, the county is able to send out messages to every cell phone in a given area, but also to a subscribed group of citizens. 
Households within the county sign up and list who needs to be alerted — husband, wife, adult child (contact information for all their accounts is listed). 

One of the challenges BlackBerry faces is around educating the market on the different levels of enterprise-grade solutions; BlackBerry AtHoc is an enterprise-grade solution, 
and the price point reflects the robustness of the service. BlackBerry is competing against some lightweight solutions that are likely cheaper to deploy. BlackBerry will need 
to educate the market on crucial differences in the solution offerings and features. If agencies are deploying lightweight solutions, there will be secondary impacts to 
organizations and citizens that will dovetail into increasing the alert fatigue because solutions are not robust enough. Secondly, the market may underestimate the 
importance of a highly secure solution, particularly in an era of exploding endpoint device connectivity. Lastly, while BlackBerry has high brand recognition globally, it is not 
as well known for its crisis alerting systems as it is for other solutions, and agencies might be overlooking it due to lack of awareness.

It is important to underscore that the solution provides agencies with multiple response vectors: 

1

2

3

4

5

AtHoc runs campaigns to enlist families to sign on, including all relevant dependents

The solution interfaces with the local 911 system

Connect accesses and consolidates all enterprise directory information

It triggers alerts via the 40 physical sirens in the community as needed

OES can blanket a geographic area by pushing alerts to all cell phone users in a WEA range
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Conclusion
The ability to securely share information within and between organizations has never been more important; doing so increases operational resiliency, reduces costs, and keeps 
people safer. BlackBerry's AtHoc Crisis Communications platform helps organizations with a duty of care to keep people and assets safe. Next-generation technology advances 
in crisis communications enable rapid dissemination of critical information, provide continuity of messaging and warning, and help agencies to reduce the time it takes to warn 
affected populations. 

IDC believes that next-generation emergency communications, personnel accountability, and mass notification will continue to grow in importance, and to the extent that 
BlackBerry can continue to address the challenges described above, adoption will grow significantly in the near term.

The ability to securely share information within and between organizations 
increases operational resiliency, reduces costs, and keeps people safer.

About the Analyst

Dr. Alison Brooks, Research Vice President, Smart Cities and Communities — Public Safety
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Message from the sponsor

To learn more about BlackBerry AtHoc, 
visit www.blackberry.com/athoc

BlackBerry's crisis communications solution provides a seamless and trusted exchange of critical 
information between organizations, their people, devices, and any external entity. AtHoc Account provides 
real-time visibility into personnel safety status and location for e�ective crisis handling and response. AtHoc 
Connect enables organizations to exchange authoritative information with targeted external organizations 
and the public in real time during crises. AtHoc Collect gives field personnel the ability to report events with 
geotagged media reports, plus a panic button to report crisis situations for rapid response. AtHoc Alert 
provides two-way communication across the entire enterprise or community to virtually any device with 
real-time speed and assured reach.


